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(57) Abstract: A messaging system (10) for notifying subscribers of incoming e-mail messages includes an e-mail system (12)
communicating with a notification system (14). The e-mail system (12) includes a user interface (22) that permits subscribers to
populate filter lists (16) with e-mail message attributes, such as sender e-mail addresses. The filter list (16) is provided to the no-
tification systém (14), which selectively notifies subscribers of incoming e-mail messages based on the contents of their respective

filter lists. The notification system (14) can alert subscribers to incoming e-mail messages by pager, facsimile, voice mail, synthetic

speech via cellular or conventional telephones, or the like.
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METHOD AND SYSTEM FOR FILTERING
NOTIFICATION OF E-MAIL MESSAGES
TECHNICAL FIELD OF THE INVENTION
The present invention relates generally to messaging systems, and in
particular, to a messaging system and method that selepti\iely notifies users of

received e-mail messages by way of one or more communication channels.

BACKGROUND OF THE INVENTION

Electronic mail (e-mail) systems are well known. In such systems, computers
are interconnected by a network which allows users at each computer to send
messages to each other.

In conventional e-mail systems, users must directly access their e-mail
accounts to retrieve e-mail messages, or to determine if any new messages have been
received. This typically requires users to log onto computers serviced by the e-mail
system. This arrangement is inconvenient for mobile users who are often without
access to computers connected to the e-mail service. Further, with conventional e-
mail, users are not notified of messages until they actually log into the e-mail system.
This latter disadvantage frequently causes users who are away from their computers to
miss urgent e-mail messages or receive them in an untimely manner.

To facilitate timely and convenient notification of incoming e-mail messages, -
an e-mail system can operate in conjunction with a notification system. A notification
system is a computer-based communication system that can transfer messages to a
subscriber, notifying him/her of particular events, such as the receipt of new e-mail
messages. Typically, a notification system can be configured to transfer messages to
a subscriber over one or more preselected communications channels. For example,
known notification systems can transmit notification messages to subscribers via fax,
voice mail, pagers, the Internet, cellular phones, conventional telephones, and the like.
Such notification systems can be configured to deliver messages over any or all of the
available communication channels, depending on the preferences of respective

subscribers.
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When used in conjunction with an e-mail service, a notification service
provides a messaging system that quickly and conveniently notifies subscribers of
received e-mail messages without requiring the subscribers to remain at their
computers. Upon receiving notification, subscribers can access the e-mail system at
their discretion to review any new e-mail messages.

As is true with any communications system, subscribers receive messages of
varying importance. In e-mail systems, subscribers frequently prefer to screen
messages according to their importance. Unfortunately, current e-mail notification
systems do not provide convenient subscriber interfaces for pre-setting notification
priorities of incoming e-mail. Moreover, unsolicited e-mail messages, also known as
"junk e-mail"” and "SPAM" are becoming more common place. This can be
problematic for notification service subscribers, who cannot easily configure the
messaging service to block notification of unwanted e-mail messages. Accordingly,
there is a need for an improved messaging system that permits subscribers to

conveniently select notification priority for incoming e-mail messages.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings provide an understanding of the invention as
described in an embodiment to illustrate the invention and to explain the principles of
the invention.

FIG. 1 is a block diagram illustrating a messaging system in accordance with
an‘exemplary embodiment of the present invention.

FIG. 2 shows a flowchart diagram illustrating the operation of the e-mail
system of FIG. 1 in accordance with an embodiment of the invention.

FIG. 3 shows a flowchart diagram illustrating the operation of the notification
system of FIG. 1 in accordance with an embodiment of the preseni invention.

FIG. 4 is a block diagram illustrating details of the notification system shown
in FIG. 1.

FIG. 5 illustrates an example of an e-mail summary window displayable by

the user interface shown in FIG. 1.
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FIG. 6 illustrates an exemplary e-mail message display window displayable by

the user interface shown in FIG. 1.
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DETAILED DESCRIPTION

It will be understood that the following detailed description is exemplary and
intended to provide further explanation of the invention as claimed.

The present invention relates to an improved communication system for
providing a messaging system capable of delivering notification messages to
subscribers by way of one or more preselected communication channels. The
messaging system includes, among other things, an e-mail system having a A
convenient user interface that permits subscribers to create filter lists containing
predetermined e-mail message attributes, such as sender e-mail addresses. The filter
lists can establish notification priorities for incoming e-mail messages. A notification
system, operating in conjunction with the e-mail system, can deliver e-mail notices to
subscribers, according to subscriber-selected priority schemes contained in the filter
lists.

This arrangement is advantageous in that it allows subscribers to conveniently
set the delivery priority of e-mail notices. For instance, for e-mail messages of
importance, subscribers can configure the filter list so that the notification system
alerts them as quickly as possible of new e-mail. Alternatively, for unimportant e- -
mail, subscribers can configure the filter list to act as a blocking mechanism for
preventing notice of unwanted e-mail messages.

Turning now to the drawings, and in particular to FIG. 1, there is illustrated an
example of a messaging system 10 in accordance with an embodiment of the present
invention. The message system 10 includes an e-mail system 12 in communication
with a notification system 14. The e-mail system 12 transfers e-mail notices to the
notification system 14, which in tum, broadcasts the e-mail notices to respective
subscribers via preselected ones of a plurality of communication channels 15. The e-
mail system 12 also generates a filter list 16, which can be used by the notification
system 14 to determine broadcast priority of an e-mail notice.

The e-mail notices can be computer-readable data tokens or files that are
generated in response to incoming e-mail messages received by the e-mail system 12.
An e-mail notice can include information sufficient to identify a corresponding

incoming e-mail message. Such information can include attributes typically
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associated with e-mail messages, such as the e-mail addresses of the sender and
recipient, the time and date when the e-mail message was received, the subject header
of the message, or the like. Data files representing e-mail notices can be in any data
format usable by both the e-mail system 12 and notification system 14, such as ASCII
text.

Thé filter list 16 can be a computer-readable data file containing ASCII text
representing e-mail message attributes which are usable by the notification system 14
to identify specific e-mail notices. The attributes stored in filter list 16 can include
any of those listed above, but are typically limited to e-mail sender addresses and
subject headers. Each e-mail attribute in the filter list 16 is associated with a
subscriber-configurable priority flag, which can be a software variable representing a
predetermined notification priority level. A user interface 22 in the e-mail system 12
permits a subscriber to select e-mail message attributes and their corresponding
priority flags, and then store them in the filter list 16. By this arrangement,
subscribers can conveniently set e-mail notification priorities while accessing their e-
mail accounts or when reading e-mail messages.

Although the present invention is not limited to aﬁy particular software or
computer architecture, the exemplary messaging system 10 shows the e-mail and
notification systems 12-14 implemented using an exemplary client-server architecture.
In this arrangement, an e-mail client 20 communicates with an e-mail server 18. A
notification server 26 communicates with the e-mail server 18. An interface 28 is also
included in the notification system 14, permitting the notification server 26 to
communicate with subscribers over the communication channels 15.

The e-mail client 20 includes the user interface 22, which can be a graphical
user interface (GUI) displayable by a conventional personal computer. The e-mail
system 12 can include e-mail services and features associated with conventional e-
mail, such as a standard interface for receiving and transferring e-mail messages over
a computer network, a database for storing e-mail messages, and user interfaces, such
as GUISs, for displaying and composing e-mail messages.

In addition to the conventional features associated with e-mail, the e-mail

system 12 is adapted to generate the filter list 16 and e-mail notices in accordance
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with an embodiment of the present invention. An e-mail notice is generated by the e-
mail system to indicate the arrival of a new e-mail message. E-mail notices originate
at the e-mail server 18 and can then be passed to the notification server 26. To
facilitate timely delivery of the e-mail notices, the notification server 26 can be
configured to poll the e-mail server 18 at predetermined intervals to check for new e-
mail. Also, the e-mail notices can be sent to the e-mail client 20 when the user logs
onto the e-mail. The e-mail server 18 can make any necessary format changes to the
e-mail notices to place them in a form suitable for use by the notification system 14.

As will be discussed in greater detail below, the user interface 22 permits a
subscriber to create and update the filter list 16. The user interface 22 can include a
software program executing on a personal computer which generates a menu-driven
computer interface that permits subscribers to select e-mail message attributes and set
corresponding notification priority flags to be applied to future messages received by
the e-mail server 18. The interface 22 can automatically store these attributes and
flags in the filter list 16.

The e-mail client 20 can output the filter list 16 so that it is readily accessible
by the notification server 26 without further intervention from a subscriber or system
administrator.

The e-mail system 12 can be constructed from commercially-available e-mail
software, modified in accordance with an embodiment of the invention. For example,
the e-mail system 14 as described herein can be implemented using one or more
conventional personal computers communicating over a conventional computer
network and running Lotus Notes e-mail software, which has been modified using the
LotusScript application programming environment, available from Lotus
Development Corporation of Cambridge, Massachusetts. Using LotusScript, the user
interface 22 can be programmed as a GUI included in the Lotus Notes e-mail client.

The notification system 14 can be implemented using one or more
commercially-available personal computers communicating over a conventional
network and configured with application software to function in accordance with an

embodiment of the present invention.
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The e-mail client 20 can be an application client software program residing on
a PC running a standard operating system, such as Windows from Microsoft Corp.
The servers 18, 26 can be server software programs residing on conventional servers
communicating with the client PCs using a standard computer network, such as an
Ethernet local area network (LAN) or the Internet.

The notification system 14 can include software programs or servers (not
shown) permitting the integration of voice mail, fax, e-mail and other messaging
system into the system 10. In this arrangement, the system 10 acts as a unified
messaging/notification system in which subscribers can be notified in incoming
messages arriving over voice mail, fax, e-mail, and the like. An integrated
notification service, such as J-FAX, from J-FAX, Inc. can be used to support the
unified notification system. Such services permit the e-mail system 12 to includes
legacy e-mail systems, which can be pre-existing e-mail systems used by subscribers
prior to integrating the e-mail system 12 and notification system 14 in accordance
with an embodiment of the invention. In addition, legacy voice-mail méssaging
systems can be likewise integrated.

FIG. 2 illustrates a flowchart diagram of a method of operating the e-mail
system 12 in the set-up mode in accordance with an embodiment of the present
invention. In step 52, the user interface 22 is displayed by the e-mail client 20. The
user interface 22 can be a GUI permitting the subscriber to select functions by pointing
and clicking with a computer mouse. As stated earlier, the GUI can be implemented by
configuring a Lotus Notes e-mail client using LotusScript, according to an
embodiment of the invention. Next, in step 54, the notification selections made by the
subscriber are received by the e-mail client 20 via the user interface 22. The
notiﬁcation selections identify e-mail attributes and their corresponding flags for
determining the priority with which incoming e-mail messages are to be notified to the
subscriber. In step 56, the filter list 16 containing the notification selections is
generated by the e-mail client 20. The filter list 16 is then provided to the notification
system 14. The filter list 16 can be provided directly to a notification server 26, or

alternatively, the list 16 can be stored on the e-mail server 18 and the notification
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server 26 can actively poll the e-mail server 26 at predetermined intervals to receive
the filter list 16.

In addition, the filter list 16 can include two separate lists: an enable list and a
blocking list (not shown). These two lists support two operational modes of the system
10: an "include" mode and an "exclude" mode. In the include mode, the system 10
only notifies a subscriber of an incoming e-mail if attributes of the e-mail message are
present in the include list. Thus, in this mode, the system 10 blocks notification of all
e-mail messages, except those defined by the include list. |

In the exclude mode, a subscriber is notified of all incoming e-mail messages,
except those identified by the exclude list. This mode permits a user to specifically
block e-mail from particular sources or regarding particular subjects. The user
interface for selecting a mode of operation is further described below in connection

“with FIG. 5. '

FIG. 3 shows a flowchart diagram illustrating a method 60 of operating the
notification system 14 in accordance with an embodiment of the present invention. In
step 62, the filter list 16 is received by the notification server 26. The notification
server can store the filter list 16 for later comparison with e-mail notices. Next, in step
64 an e-mail notice is received from the e-mail server 18. The e-mail notice indicates
that a new e-mail message has been received by the e-mail server 18. The e-mail
notice can be sent directly to the notification server 26 using an internet protocol (IP),
or alternatively the notification server can include éproxy server that essentially
emulates the e-mail client 20 and logs into the e-mail server 18 to retrieve the e-mail
notices. With a proxy server, the notification system 14 can be configured to regularly
activate the proxy server at predetermined intervals to check for new e-mail notices.
Upon receiving the e-mail notice, the notification server 26 compares the e-mail notice
to the e-mail attributes in the filter list 16 (step 66). Based on the comparison between
the e-mail notice and the filter list 16, the notification server 26 can either transfer the
e-mail notice to the interface 28 or block its transfer (step 68).

To make this comparison, the notification server 26 compares the attributes
contained in the e-mail notice to those stored in the filter list 16. The notification

server 26 then checks any priority flags in the filter list 16 corresponding to the e-mail
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notice attributes, and accordingly, either blocks or forwards the notice to the interface
28. The priority flags can include an "include flag" and an "exclude flag". An include
flag indicates that the e-mail notice should be forwarded to the subscriber, while an
exclude ﬂag indicates that the e-mail notice should be blocked. Accordingly, if an
attribute in the e-mail notice corresponds to an exclude flag, the notification server 26
blocks the e-mail notice, not passing it to interface 28. Alternatively, if an e-mail
notice attribute corresponds to an include flag, the notification server 26 forwards the
e-mail notice to the interface 28, which, in turn, causes the notice to be transferred to
the subscriber via one or more of the communication channels 15.

The server 26 can include a software program executing on a conventional
server including a standard operating system, such as Windows NT. In such an
arrangement, the server 26 monitors a standard network interface (not shown) included
in the i’C for incoming e-mail notices from the e-mail server 18. When a notice is
received, the server 26 determines the corresponding subscriber by checking the
subscriber's e-mail address, which is included as one of the notice attributes. The
server 26 can include a plurality of subscriber profiles, which are computer-usable data
files that can indicate which communication channels are to be used for transferring e-
mail notices to respective subscribers. Based on the subscriber selections contained in
the profile corresponding to the received e-mail notice, the server 26 can transfer the e-
mail notice to the corresponding interface components 80-86 using APIs available with
the operating system. The server 26 can perform any additional formatting required to
communicate notices to the interface components 80-86. The notification server can
include commercially available software for providing notification services, such as
that available from Notify Technologies Corp. of San Jose, CA.

In response to e-mail notices from the server 26, the interface 28 transfers the
notices over preselected ones of the commum'catiop channels 15 using standard
protocols.

The profiles in the notification server 26 can be individually configured to
transfer notices over communication channels selected by the subscribers. For

example, if a subscriber prefers to be notified by phone during the day and pager
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during the evening, the notification server 26 can be programmed accordingly to
deliver e-mail notices to a phone and pager.

FIG. 4 illustrates a detailed block diagram of the notification system 14. The
interface 28 includes a text-to-synthesizer (TTS) 80, a conventional facsimile (fax)
interface 82, a conventional dual-tone multi-frequency (DTMF) dialer 84, and a
conventional TCP/IP interface 86. These interface components permit the notification
server 26 to communicate with each of the various communication channels 15. Each
interface component can be implemented using commercially-available PC peripheral
devices configured to communicate with the server 26 using standard APIs in
Windows.

In particular, the TTS 80 generates spoken messages in response to computer
readable text messages received form the notification server 26. The synthesized
speech can be used to audibly notify a subscriber by way of the voice mail 34, cellular
phone 36, or the conventional telephone 40. The TTS 80 can be implemented using
standard components, such as TruVoice from Centigram Communications Corp. of
San Jose, California or DECtalk from Digital Equipment Corp. of Massachusetts. The
fax interface 82 can be a conventional personal computer fax card, such as a
FAX/Modem PC Card from Boca Research, Inc. of Boca Raton, Florida. The fax
interface 82 can permit the notification server 26 to transfer e-mail notices to
subscribers by way of the fax 32. The DTMF dialer 84 can be a conventional
telephony interface for use with standard personal computers, such as the Alcatel 4961
TAPI Middleware from Alcatel of Paris, France. The DTMF dialer 84 can be used to
connect to each of the communications channels that rely on a conventional dial-up
telecommunications network. ‘

The TCP/IP stack 86 can be a commercially-available software program
running on a standard PC operating system, such as Window NT. The stack 86
permits the notification server 26 to communicate an e-mail notice to the subscriber
over data networks using the TCP/IP protocol, such as the Internet 30.

FIG. 5 illustrates an exemplary GUI that can be included in the user interface
22 of the e-mail client 20. A message summary window 120 can be used to display

summary information of received e-mail messages in the summary display portion 122.

10
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Iﬁ the example shown, two e-mail messages have been received and are unread. The
summary window 120 also includes a tool bar 124 having one or more software
buttons. Included in the tool bar 124 is a notification include button 126§ a notification
exclude button 12, and a notification mode button 130. A subscriber can select an e-
mail message in the summary window 122 and then click on the notify include button
126 to set an e-mail attribute and corresponding priority flag in the filter list 16, which
can cause the notification system 14 to notify the subscriber of any future e-mail
messages received from the sender or having the same subject of the selected e-mail
message. By clicking the notify exclude button 128, the subscriber can set an e-mail
attribute and priority flag in the filter list 16 which can cause the notification system 14
to block notification of any future e-mail received by the sender or having the same
subject of the selected e-mail message.

The notify mode button 130 permits the subscriber to select either the exclude
mode of operation or the include mode of operation, the details of which were
discussed above in connection with FIG. 2. If the exclude mode is selected, the notify
include button 126 can be deactivated; and conversely, if the include mode is selected,
the notify exclude button 128 can be deactivated. Further, when the exclude mode is
selected, the contents of the filter list can define e-mail messages to be blocked by the
notification system. Conversely, when the include mode is selected, the contents of the -
filter list can exclusively define those e-mail messages that will be notified to the
subscriber.

FIG. 6 illustrates an exemplary message display window 90 that can be
included in the user interface 22. The message display window 90 includes a receiver
e-mail address field 100, a sender e-mail address field 102, a subject header field 104
and a display portion 106 for displaying the contents of a.received e-mail-mail
message. The window 90 also includes a tool bar 108 which can include conventional
software buttons for conventional e-mail functions, as well as a notify include button
110 and a notify exclude button 112.

The functions of the software buttons 110, 112 are essentially the same as
those buttons 126, 128 described above for the message summary window 120. By

clicking the notify include button 110, a subscriber can configure the filter list 16 so

11
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that the notification system 14 transfers e-mail notices for any future messages
received by the sender or regarding the subject of the e-mail message currently
displayed in the display portion 120. Alternatively, any future e-mail messages from
the sender or regarding the indicated subject of the displayed message can be blocked
from notification by clicking the notify exclude button 112.

It should be appreciated that a wide range of changes and modifications may be
made to the embodiment of the invention as described herein. Thus, it is intended that
the foregoing detailed description be regarded as illustrative rather than limiting and -
that the following claims, including all equivalents, are intended to define the scope of

the invention.
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WHAT IS CLAIMED 1S:

1. A communication system, comprising:

an e-mail system for permitting a subscriber to select a predetermined attribute
associated with an e-mail message;

a filter list for storing the predetermined attribute selected by the subscriber;
and

a notification system, in communication with the e-mail system, for selectively
notifying the subscriber of incoming e-mail messages as a function of one or more

predetermined attributes stored in the filter list.

2. The communication system of claim 1, wherein the predetermined attribute
is selected from a group consisting of a sender address, a subject field, and a recipient

address.

3. The communication system of claim 1, wherein the e-mail system includes a
user interface for allowing a user to select the predetermined attribute while displaying

the contents of the e-mail message.

4. The communications system of claim 1, wherein the presence of the
predetermined attribute in the filter list causes the notification system to block

notification of any incoming e-mail associated with the predetermined attribute.

5. The communications system of claim 1, wherein the presence of the
predetermined attribute in the filter list causes the notification system to notify the
subscriber of any incoming e-mail associated with the predetermined attribute over one

or more predetermined communications channels.

6. The communications system of claim 1, wherein the notification system

includes an interface for transferring an e-mail notice over a communications medium.

13
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7. The communications system of claim 6, wherein the communicatibns
medium is selected from tﬁe group consisting of the Internet, voice mail, facsimile,
paging, cellular telephony, and conventional telephony via the public switched
telephone network (PSTN).

8. A method of selectively notifying a subscriber of an incoming e-mail
message via one or more communication mediums, comprising:

accessing an e-mail system to display a first e-mail message; .

“selecting a predetermined attribute of the first e-mail message, the selection

taking place while accessing the e-mail system;

storing the predetermined attribute in a filter list usable by a notification
system; and

selectively notifying the subscriber of the incoming e-mail message based on

one or more predetermined attributes in the filter list.

9. The method of claim 8, further comprising:

transferring the filter list from the e-mail system to the notification system.

10. The method of claim 8, wherein the step of selectively notifying includes:
blocking notification of the incoming e-mail message based on the

predetermined attributes in the filter list.

11. The method of claim 8, wherein the step of notifying includes:
transferring an e-mail message notice to the subscriber over a predetermined

communications channel based on the predetermined attributes in the filter list.
12. The method of claim 8, further comprising;

activating a software button included in a graphical user interface (GUI) to

automatically store the predetermined attribute in the filter list.

14
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13. A message system, comprising:

an e-mail server for storing one or more e-mail messages, each of the e-mail
‘messages having a predetermined attribute;

an e-mail client having a graphical user interface (GUI) for accessing the e-mail
messages stored by the e-mail server, the GUI including a software button for
permitting a user to seléctively store the predefermined attributes of one or more of the
e-mail messages in a filter list; and .

a notification server in communication with the e-mail server, for selectively
transferring an e-mail notice output by the e-mail server to a subscriber over a

' predetermined communications medium based on the filter list.

14. The messaging system of claim 13, wherein the GUI includes a message

summary screen for displaying the software button.

15. The messaging system of claim 13, wherein the GUI includes a message

display screen for displaying the software button.
16. The messaging system of claim 13, further comprising an interface
permitting the notification server to transfer the e-mail notice over one or more

communications mediums.

17. The messaging system of claim 13, wherein the notification server polls

the e-mail client to obtain the filter list.

15
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